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Abstract. Companies often have to comply with more than one security
standard and refine parts of security standards to apply to their domain and
specific security goals. To understand which requirements different security
standards stipulate, a systematic overview or mapping of the relevant natural
language security standards is necessary. Creating such standards mappings is a
difficult task; to discover which methodologies and tools researchers and
practitioners propose and use to map security standards, we conducted a
systematic literature review. We identified 44 resources published between
2004 and 2018 using ACM Digital Library, IEEEXplore, SpringerLink,
ScienceDirect, dblp and additional grey literature sources. We found that
research focuses either on manual methods or on security ontologies to create
security standards mappings. We also observed an increase in scientific
publications over the investigated timespan which we attribute to the ISO 27001
standard update in 2013 and the EU GDPR coming into effect in 2018.

Keywords: Security Requirements, Security Standards, Security Mapping,
Compliance Management, Systematic Literature Review.

1 Introduction

Information security standards, frameworks and guidelines support companies to
secure their business processes and to obtain certification from standards
organisations or government agencies and thus play an important role in information
security [1]. Prominent information security standards include COBIT [2], the ISO
27000 [3] family of standards, or the PCI-DSS [4]. Information security standards
(abbreviated to standard within the scope of this paper) collect heterogeneous security
requirements covering organizational practices, processes and many directly or
indirectly related aspects which organisations have to fulfil. These documents are
potentially very large bodies of natural language text.

Companies may want to or have to comply with more than one such standard.
Standards might overlap (i.e. implementing one standard leads to a partial fulfillment
of another standard), complement but also contradict each other. In order to
understand how two or more standards are related, standards mappings are created.
Mapping tables are an important support-tool for a broad set of compliance
management activities. They list security requirements of one standard and their
equivalents in the other standard(s) or show potential conflicts between them.
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However, since standards are (potentially very large) natural language texts,
creating and maintaining such mappings manually requires a lot of effort, especially if
standards are defined for different contexts (e.g. general information security
management like ISO 27001 [3] vs. dedicated information security requirements for
online payment services like PCI-DSS [4]). Furthermore, taking the often
evolutionary character of security standards into account, procedures to reliably and
efficiently maintain mappings throughout standard revisions are desirable. This raises
the question of how mapping tables are currently created and for which standards
such mapping tables exist.

An initial investigation to find systematic literature reviews on the topic of
standards mapping yielded no satisfactory results. Haufe et al. [S] base their
observation on a non-systematic review searching for security standards mapping
under the aspect of information security management system processes and quickly
proceed to propose such a process mapping themselves. In [6], Olifer evaluates
proposed standards mapping methodologies. He does identify four different
techniques of standard mapping initially, but then exclusively focuses on an adaptive
mapping approach based on ontologies.

This paper presents a systematic literature review that gives an overview of
research on mapping security standards. It provides a survey of existing standards
mappings created by researchers, as well as standards and commercial organisations,
and finds methodologies developed for the creation of such mappings. Our review
also investigates tool-supported techniques developed by researchers. From our
findings, possible directions for further research in the area of security standards
mapping are derived.

The remainder of this paper is structured as follows. The methodology of the
systematic literature research as well as the research questions are presented in
Section 2. The results of the review are presented and used to answer the research
questions in Section 3. We conclude our paper and outline promising future research
directions in Section 4.

2 Methodology

The creation of security standards mappings is relevant both in research and in
practice. A literature study in this area thus has to take into account grey literature as
well as scientific, peer-reviewed publications. In order to capture both the state-of-
the-art and state-of-practice in security standards mappings, we conducted a
multivocal systematic literature review based on the best-practice guidelines of
Kitchenham [7] and Garousi et al. [8]. As there exists no systematic literature review
on the topics of security standards mapping or security standards mapping
methodology, the research questions are:

RQ1: For which pairs of security standards do mappings exist and who creates and
publishes security standards mappings?
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RQ2: How, both in terms of methodology and degree of automation, are security
standards mappings created?

Since this literature review cannot give a complete overview of all available
security standards [9], a selection of the most popular information security standards
according to the ranking in [9] has been made. The standards ISO/IEC 27001 and
ISO/IEC 27002 [3], PCI-DSS [4], the NIST SP-800 series of guidelines and controls
[10], and the framework COBIT 5 [2] together with ITIL [11], and BIS [12] standards
are used as reference in this literature review. Consequently, we mainly aimed at
identifying mappings and mapping procedures that consider at least one of these
standards.

Inclusion Criteria

e Deals with mapping of requirements or controls between different security
standards

e Contains mapping tables or documents tools to (semi-) automate the
creation of mapping tables

e Looks at standards mappings with at least one of the following standards
and guidelines: BSI, COBIT, ISO/IEC 27001 (or 27002), ITIL, NIST SP-
800, PCI-DSS

e  Or: looks at standards-agnostic mapping techniques

Exclusion Criteria

e References obsolete standards
e Isnot fully available
e [s written in a language other than English or German
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e  Published before 2004

To find relevant scientific literature, ACM Digital Library, SpringerLink,
IEEEXplore, and ScienceDirect were used as the primary search engines, dblp [13] as
the backup search engine. Since this literature review is multivocal, DART-Europe
[14] and Google [15] were used to find grey literature and other material pertinent to
standards mapping strategies. The journals Computer Standards & Interfaces,
International Journal of Standardization Research, and the Journal of Computer
Science were identified as additional sources for potentially relevant articles. The
table of contents of these journals were reviewed manually for relevant articles
according to the inclusion and exclusion criteria listed in Table 1.

The search string building blocks used in the systematic literature review were
information security, cyber security, privacy, standard, framework, best practice,
mapping, compar¥*, and harmoni*. In a pilot search, the term best practice was found
to be generally used synonymously with the term standard and thus included in the
set. Furthermore, we added the search term privacy to find mappings between security
standards and the GDPR. The term requirement was used in the pilot study but did
not improve the results and was subsequently dropped.

Combining these building blocks lead to the search string that was used with all
search engines during the literature search as shown in Table 2. Resources were
included based on the inclusion and exclusion criteria listed in Table 1.

Table 1. Inclusion and Exclusion Criteria

Table 2. Systematic Literature Review, Search Process for Scientific Publications

IEEEXplore Search Mode: title, abstract, metadata 1,980 Results

(“Information security” OR “cyber security” OR “privacy”’) AND (standard OR framework
OR “best practice”) AND (mapping OR compar* OR harm*)

ACM Digital Library Search Mode: full text 756 Results

99 ¢ 99 <

+(“inforamtion security” “cyber security” “privacy”)+(standard framework “best practice”)
+(mapping comparing comparison harmonizing)

Springer Link Search Mode: full text, specific sections only* 1,501 Results

(“information security” OR “cyber security” OR “privacy”’) AND (standard OR framework
OR “best practice” AND (mapping OR compar OR harmon)

Science Direct Search Mode: title, abstract, keyword 88 Results

(“information security” OR “cyber security””) AND (standards OR frameworks) AND
(mapping OR comparison OR comparing OR harominzation OR comparison OR comparing
OR harmonization OR harmonizing)

dblp Search Mode: title, metadata 22 Results
(security standard | standard) (map| harmoni | compar)

+) Appropriate sub-disciplines from sections “IT in Business” and “Computer Science” were chosen to
ensure a manageable result set. A full-text search (the only search option available) over all
disciplines would have returned over 30,000 publications — mostly publications irrelevant to this
literature review.
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A preliminary search did not return any relevant results prior 2004 that did not violate
any inclusion or triggered any exclusion criteria. Therefore, we added another
exclusion criterion for resources published before 2004.

Figure 1 illustrates the overall search process. After identifying potential resources
and removing duplicates, a screening step was conducted where each of the two main
authors of this study processed roughly half of the identified articles. This consisted
of scanning title and abstract to remove irrelevant publications from the result set.
This step was necessary because the search terms for this literature review are
ambiguous and lead to a great number of false positives (e.g. mapping studies, papers
on the research and development of standards).

If a decision to include or exclude a resource could not be made based on title and
abstract, the introduction and conclusion were taken into consideration and a second
researcher was involved in the screening process. If no immediate agreement could be
reached, the articles in question were kept in the pool of potential matches for the
quality assessment stage.

Database 4,313 papers 133 papers 44 publications
Search _screened read in full text included for data
(n=4,347) (title, abstract) extraction and analysis
PARS ELGET(] 34 publications from
Additional 94 4,180 papers mappings from IRRIR == e academic sources

SEERIGEEN | duplicates excluded as not non-academic inclusion/ 10 mappings from non-
(n=60) removed relevant sources exclusion criteria academic sources

Identification Screening Eligibility

Figure 1. Search Process

The next stage of the selection process involved a thorough assessment of the
articles’ content and quality. The applied quality criteria differed depending on the
actual contribution and type of each article. If an article described a methodology to
create standards mappings, it was primarily assessed regarding its soundness,
completeness and achieved result quality. If a mapping between security standards
was the main contribution of an article, it was primarily assessed regarding the
completeness and correctness of the mapping. Standards mappings from non-
academic resources were excluded if they did not create new mappings (i.e. were a
duplicate of mappings offered by standards or government organisations), used
outdated sources or were not publicly available. This step was performed in parallel
by the two main authors of this study on all articles and mappings in the set of
potential matches. Each paper was subsequently discussed until the researchers agreed
on whether to keep the article for the data extraction, synthesis and analysis
concluded this step.

The systematic literature review was conducted in February 2019 in accordance
with the previously described process and returned 44 relevant resources, 34 of which
are academic publication and 10 mappings from non-academic sources. To ensure the
completeness of the identified resources, we performed one snowballing iteration
[16]. We used the identified resources as start set and performed a backward (finding
resources cited by resource x of the start set) and a forward snowballing (finding
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resources citing resource x of the start set) iteration. We did not identify suitable new
resources in the snowballing iteration and could therefore conclude that our set of
identified resources was complete.

From the 44 identified resources, general and more specific information was
extracted. Each resource was given an ID, and the assessment date, a brief
justification of why the resource was accepted in the literature review (based on the
inclusion and exclusion criteria), and a quality assessment. Bibliographical
information and the DOI reference were extracted from the resource. If the resource
dealt with specific standards, these standards were extracted and the resource
annotated with the number of standards, their names and relevant standards
organisations. From research papers, methodology of the study, findings and
conclusions were additionally obtained. Finally, a short summary of each scientific
publication’s main contribution, methods and ideas was produced for later reference.

Data synthesis was performed using quantitative techniques (descriptive statistics
and meta-analysis). The 44 publications were then further assessed in a qualitative
manner by means of a thematic analysis [17] to systematically derive answers to our
research questions. We present these findings in Section 3.

3 Results and Discussion

In general, we could observe that most of the scientific publication did not present
actionable security standards mappings but focused on the presentation of their
respective methodology. Mappings between standards were either shown for subsets
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standard controls or on an abstract level (e.g. mapping terms and definitions between
standards). Complete mapping tables were only available from non-academic sources

https://doi.org/10.30844/wi_2020_l4-mussmann



such as standard organisations or common interest groups. Figure 2 shows the
statistics of selected publication categories and Figure 3 the distribution of the
selected publications by year (grouped in three-year timespans). The lack of identified
scientific publications in 2019 is due to the timeframe of our study.

We could observe a slight positive trend in publication interest from the scientific
community in security standards mappings. We attribute the increase of scientific
publications over the investigated timespan mainly to two events: The ISO 27001
standard update in 2013 and the EU GDPR coming into effect in 2018.

Table 4 gives an overview of the information extracted from the research papers.
19 papers propose standards mapping approaches using ontologies, 12 introduce
manual comparison methods, and two use natural language processing (NLP). Two
papers are concerned with automating the harmonisation process as much as possible,
while seven papers detail frameworks for semi-automatic harmonisation efforts. The
majority of papers use at least two standards to illustrate their proposed methodology.
Six papers map one standard to standardized ontologies or models respectively and
one paper creates a standards-agnostic ontology. ISO/IEC 27k standards are used
most often, followed by COBIT, ITIL, and the BSI Baseline Protection methodology.

3.1  Security Standards Mappings

The mappings created and published by researchers are done either on selected parts
of the standards only or on a higher level (such as mapping general goals and
concepts of standards to each other). This can, at best, be a starting point for an in-
depth standards mapping. There may be such in-depth mappings created by
researchers, but this systematic literature review did not find a paper with an
exhaustive standards mapping.

Table 3. Security Standards Mapping Tables

Organisation Standards
BSI (G) [18] ISO 27001:2013, BSI Grundschutz
CISA (S) [19] PCI-DSS, ISO/IEC 27001
CSA (S) [20] COBIT 5, ISO/IEC 27k, NIST SP800-53, PCI-DSS, ...
ENISA (S) [21] ISF Standard 2007, COBIT, ISO/IEC 24762:2008
Michael Falk (T) [22] ISO 27001:2005, COBIT 4.1, ISO 20000-1
HHS (G) [23] HIPAA, COBIT 5, ISO/IEC 27001:2013, NIST SP800-53
OneTrust C [24] ISO 27001, GDPR
InformationShield (C) [25] PCI-DSS v3, ISO 27002
ISACA (S) [26] ISO/IEC 27001, COBIT 4.1
1SO27001security (C) [27] GDPR, ISO27k
I: Individual G: Government Organisation
C: Company S: Standards Organisation

Table 3 lists the mapping tables we found in the literature study. They have been
published either by individual experts (I), companies (C), standards organisations (S)
or government organisations (G). Standards organisations are organisations that create
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and maintain technical standards, potentially operate internationally and are not part
of a national government. Government organisations, too, create and maintain
standards but are part of a national government (e.g. HHS: United States Department
of Health and Human Services). Companies publishing standards mappings are often
consulting or software companies (such as IsecT, owner of is027001security) that
offer free access to part of their standards mappings product range.

The mapping tables found (see Table 3) were mostly created by standards
organisations, for example, ENISA, ISACA, or CSA, companies such as OneTrust, or
government organisations. ISACA offers mappings such as [26], a mapping of
COBIT to ISO 27001. The mapping by ENISA [21] maps three security standards at
once: ISO 24762, COBIT, and ISF, and the mapping by CISA [19] compares PCI-
DSS to ISO 27001. The ISO 27001 is mapped often and against very different
standards, as well as frameworks such as HIPAA or the GDPR.

The Cloud Controls Matrix of the Cloud Security Alliance [20] is the largest
mapping table found in this literature review. It is a mapping table for standards and
regulatory documents pertinent to cloud computing providers. It maps relevant
sections of 41 different standards and regulatory documents to cloud controls. Based
on this matrix it can be argued that there exist partial mappings for these 41 standards
and regulations. The most prominent standards the Cloud Controls Matrix maps are
the ISO 27k standards, COBIT, ITIL, PCI-DSS and NIST SP800-53.

Fully available mapping tables most frequently map the ISO 27k standards to NIST
SP800-53 [10], COBIT [22, 26], and the GDPR [27]. Scientific publications use a
wider range of standards and regulations and also map ISO 27k to ITIL [28], ISSA
51343 and NISTIR 7621 [29], BSI Grundschutz [30, 31], or regulations such as
FISMA and HIPAA [32].

Standards organisations and companies focus on mapping ISO 27k and COBIT,
and government organisations provide mappings for these standards with regulatory
frameworks such as HIPAA, GDPR, or FISMA. Scientific research is less focused on
the immediate value of mappings or mapping strategies and thus compares a greater
range of standards and regulations. However, a focus on ISO 27k standards can be
identified in scientific publications as well.

3.2  Creation of Security Standards Mappings

Of the scientific papers found in this systematic literature review, 13 out of 34
propose manual mapping strategies. As far as could be determined, all the mappings
available from standards organisations, companies, and government organisations
listed in Table 3 are created manually.

Of the papers listed in Table 4, Breaux et al. [33] and Ridley et al. [34] apply pre-
existing methods from research unrelated to security standards mapping to create
systematic mapping strategies. Beckers et al. [30], while still basing their mapping
strategy on previous research, develop a more extensive manual mapping strategy
specifically for security standards mapping. Mapping strategies themselves play a
subordinate role in the papers of Di Giulio [31, 35, 36] and Gikas [32].
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Overall, it seems that manual mapping strategies are regarded as the simplest and
most accessible method to apply when focusing on directly comparing standards — as
is evident from the standards organisations that all seem to create mapping tables
manually, for example the Cloud Controls Matrix [37], and research papers such as
the works of Di Giulio [31, 35, 36]. The methodology detailed for these mappings is
simple (a three-step analysis [31, 35, 36], four main instructions to conduct the
mapping process [37]) and therefore necessarily open to interpretation. When more
elaborate frameworks for manual standard comparisons are used (e.g., Breaux et al.
[33], Ridley et al. [34]) the frameworks are created in isolation without discussing
other research and security standards mapping strategies or methodologies. Beckers et
al. [30] are the exception. They base their methodology on previous research by
Sunyaev [38] and others.

Nineteen of the papers in Table 4 research mapping strategies based on security
ontologies. Security ontology research itself is a much larger field with publications
such as Fenz et al. [39], Herzog et al. [40] and many more. An overview of some of
the existing security ontologies is presented in Souag et al. [41]. There is a lot more
continuity in strategies using security ontologies compared to manual mapping
strategies. This is partly due to the underlying methodology, partly due to some
ontologies being generally known, such as ontologies by Fenz et al. [39, 42].
Ramanauskaite et al. [29], analyse existing ontologies from Fenz et al. [39, 42] and
others to create an improved security ontology for security standards.

Research into security ontologies to map standards is regarded as necessary to
create unambiguous, systematic, and at least semi-automatic mapping strategies.
Research papers such as Beckers et al. [30] (manual mapping strategy), Bartolini et al.
[43] (NLP-
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Table 4. Standard Mapping Procedures

Methodology | Automation
Q
2 =
%o § : Vo~ = g
Author(s) No Standards s 8 5 =[5 § §
Stds. S = =2 Q|2 K& <
Abdullah et al. [44] - Agnostic v 4
Almeida et al. [45, 3  COBIT 5, ITIL, ISO 27001 v v
46]
Bartolini et al. [43] 2 GDPR, ISO 27001 v v
Beckers et al. [30, 3 CC,BSI, ISO 27001 4 4
47]
Breaux et al. [33] 3 NIST SP800-53, ISO 27002, v v
CCM
CSA [37] >6 COBIT 5, ISO 27001, BSI, ... v v
Cheng&Lim-Cheng 3 COBIT 5,1S0 27002, PCI-DSS |V v
[48] v3
Di Giulio et al. [31, 4 IS0 27001, BIS C5, Fed v v
25, 26] RAMP, ...
Ekelhart et al. [49] 1 CC v v
Fenz et al. [42,50- 1 BSI, ISO 27001, ISO 27001 v v
52]
Gikas [32] 4 HIPAA, ISO 27000, PCI-DSS, v 4
Haufe et al. [5] 3 ISO 27001, COBIT, ITIL v v
Hulitt&Rayford[53] 2 FISMA, FIPS v v
Koelle et al. [54] >6  Misc v v
Nicho [55] 2 COBIT, PCI-DSS v v v
Pardo et al. [56-59] >6 1SO 27001, 27002, COBIT, v v 't
ITIL, ...
Pardo et al. [28, 60, >6 COBIT 4.1, Basel 1II, VAL IT, 4
61]
Pardo et al. [62] 6 1SO 27001, ISO 20000-2 v
Ramanauskaite et al. 4 1SO 27001, PCI-DSS, BSI, ... 4 v v
[29, 63]
Ridley et al. [34] 2 COBIT, ACSI 33 4 v
Vorobiev et al. [64] >6  Misc ISO standards v v
Winter et al. [65] 3 1ISO 27000, 27001, ISO 34011 v v
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based semi-automated mapping framework), and Koelle et al. [54] (automated
mapping methodology), too, use a common terminology in their respective
frameworks.

There exist mappings of different standards to security ontologies, for example ISO
27001 [42], PCD-ISS [29], COBIT [2], and ITIL [28], and standards organisations
such as NIST offer drafts [66] and software [67] to do with ontologies.

3.3 Natural Language Processing

While the literature review found manual standard mapping methodologies and
several different security ontologies to use for security standards mapping, no paper
found proposed a technique based on natural language processing (NLP) and machine
learning (ML). The powerful ML techniques of deep learning, already well
established in other areas, seem of no relevance to researchers looking into standards
mapping. This is even more surprising when considering that research into
harmonising laws and regulations — arguably very similar to harmonising security
standards — uses NLP approaches as, for example, in [68], [69], and [70].

There are, however, two papers listed in Table 4 that use NLP to (semi-) automate
the standards and regulations comparison process authored by Winter et al. [65] and
Bartolini et al. [43]. These two papers were found using the Google search engine and
search terms explicitly containing natural language processing or NLP. Both papers
come from the legal and regulatory domain and focus on compliance and the creation
of tools to support organisations in the compliance process. Their tool-supported
approach is very different from all the other approaches detailed above. Both create
frameworks that compare aspects of regulations and standards with each other and use
the framework to implement either a tool to support the user in compliance
management [43], or a tool to completely automate the extraction and comparison
process [65]. Neither of the tools can be considered mature, but the fact that their
work goes beyond providing mainly visual clues for harmonisation/comparison of
security standards sets these papers apart from the rest — and would do so even
without the use of NLP techniques.

3.4 Limitations

The presented literature review deviated from Kitchenham’s best-practice guidelines
[7], most prominently with the inclusion of grey literature sources. This, arguably,
poses a potential threat to the construct validity of our work. We proactively
addressed this potential issue by additionally following the guidelines for multivocal
literature reviews by Garousi et al. [8]. While the process for identifying primary
studies from scientific sources was thoroughly conducted and documented, we might
have missed potential sources from non-academic sources by restricting ourselves to a
mostly manual search of governmental and standard organisations offerings. This
limits the external validity of the presented research endeavor.
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4 Conclusion

Current research in security standards mapping methodology is limited. Although
there are scientific publications on mapping strategies available as well as a quite
extensive research into creating ontologies for information security, it seems like this
is a field where more research should be happening considering the importance of
security standards today.

Standards mappings, while discussed in scientific research, usually are executed
outside of academia. The mix of standards organisations, governments, and security
companies that create and distribute security mappings was unexpected, as was the
relative dearth of available security standards mappings. However, there are many
companies (e.g. [71, 72]) that sell generic standards mappings (e.g. mapping ISO
27001 [71, 72], COBIT [71, 72], etc.) and offer tool-support for companies to create
bespoken standard mapping tables.

It is surprising that during this systematic literature review, no research explicitly
considering the creation of standards mappings using NLP was found. These two
identified resources focus strictly on compliance and harmonisation of regulations
with standards. The frameworks these publications describe, however, could
potentially be extended to support security standards mapping as well. In general,
(full) automatisation of the mapping process, while acknowledged as desirable, is not
the primary focus of scientific research endeavors identified in this systematic
literature review.

We propose that future research in security standard mappings should incorporate
NLP techniques, maybe in conjunction with existing security ontologies. This could
yield promising results and considerably simplify the security standards mapping
process, or any standards mapping process, for stakeholders. Such research is, in a
similar fashion as described in [43, 65], already being done in the legal domain.
Future research should additionally consider these existing methodologies and
investigate whether they can be modified to fit security standards mapping
requirements or at least serve as a building block for a more efficient and potentially
automatic creation of information security standards mappings.
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